
AI for risk management: 
Solving the black box problem
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AI has the potential to revolutionise risk 
management. So how can lenders overcome 

the barriers to adoption and implement 
controllable, explainable AI technologies?
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Unlocking the black box
Artificial intelligence (AI) and machine learning (ML) offer huge 
potential for lenders to increase the accuracy of their risk models, 
helping increase acceptance rates and reduce their levels of bad 
debt. In theory, intelligent technologies should give lenders the 
ability to say yes to more customers with greater confidence in 
the commercial viability of their decisions.

But while the capabilities of AI and ML for predictive modelling 
are not in question, there remains the ‘black box’ problem – that 
the mechanisms in the model that lead from input to output are 
opaque. This creates two big issues for lenders that want to adopt 
AI and ML, as regulators at the PRA and FCA have 
recently highlighted:

• The use of AI demands a systematic, consistent 
approach to data governance to assure the quality of 
input data.  

• The decision-making process must be explainable 
to all stakeholders, including consumers, regulators, 
analysts, and senior management. 
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A recent speech by James Proudman, the PRA’s Executive Director 
of UK Deposit Takers Supervision, drew lenders’ attention to the fact 
that data governance becomes even more important when AI and ML 
models are fed risk data. 

Systematic data 
governance is essential

Traditional risk models rely on modellers and analysts to verify the 
accuracy and quality of the data they use, giving decision-makers 
confidence that risk reports are built on firm foundations. But this is 
far more difficult with AI and ML, when the ‘human in the loop’ is often 
removed from the process. In this scenario, the checks previously 
performed by humans must be replicated – and preferably improved – for 
lenders to have confidence in the accuracy of the data on which they’re 
basing critical decisions. 

To illustrate this point, Proudman gave the example of a large technology 
company that built an AI to help with recruitment. Unfortunately, because 
the system was trained on data from historical CVs, its decisions reflected 
the fact that the technology industry has traditionally been male-
dominated – it ‘learned’ that male candidates were preferable to female 
ones. Cautionary tales such as this must influence the approach lenders 
take to adopting AI and ML for risk management. As Proudman observed:



5risk.jaywing.com

…boards should attach priority to the 
governance of data – what data should 
be used; how should it be modelled 
and tested; and whether the outcomes 
derived from the data are correct. There needs to be a board-level 

appetite for information about 
the organisation’s data, and a 
willingness to act on it. While 
lenders have always had to be 
mindful of data quality in risk 
modelling, increasing attention 
from the PRA on data being used 
for AI-based risk management 
means it’s becoming even more 
essential that lenders can control 
the data used in their models and 
assure its quality.

“
”
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1 2 3 4 5
At Jaywing, we’ve established fundamental principles of effective data 
governance that can be applied to any AI or ML initiative. Our five-step 
approach looks like this:

Identify the scope of data 
down to the level of the 
individual variables that will 
be included in the model. One 
of the advantages of ML is its 
ability to detect previously 
unseen patterns, so you can 
feed models large numbers 
of variables and assess the 
outcomes to see which inputs 
are the most predictive. 

Define your expectations for the 
variables, putting context around 
the data so you can be confident 
that it accurately reflects reality. 
For example, do loan balances fall 
outside minimum or maximum 
values? And do they reconcile 
with the general ledger?

Construct checks that address 
your expectations, alerting 
analysts to inputs that fall 
outside the parameters you’ve 
set, so anomalies can be quickly 
identified, and corrected 
or explained.

Design reports that show 
whether the data meets your 
expectations, with red flags 
for data that exceeds your 
tolerances. Information about 
risk-data quality must be available 
to anyone who uses the data – 
Risk Board packs, for example, 
should contain information on 
the quality of data contributing 
to the pack.

Integrate the checks into BAU 
data management. This can be 
done manually, but the most 
efficient way to ensure the 
consistency of a formal approach 
to data governance is to 
automate checks and data quality 
reporting. Instead of having a 
team of analysts checking data 
quality, it’s better to automate 
checks and reporting as a parallel 
process when feeding data into 
your models.

Five steps for AI data 
governance
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Alongside these data governance obstacles, AI’s black box problem also 
introduces explainability challenges. The traditional models that lenders 
use for credit scoring are founded on a very clear link between input and 
output, so lenders can always say what’s caused a particular score. But in 
complex ML models, every input interacts with every other input, often 
multiple times, and they can generate counter-intuitive or anomalous 
outcomes that can seem impossible to explain.
 
A recent article by the FCA highlighted the need for what it calls 
“sufficient interpretability” to meet the demands of various stakeholder 
groups for explanations of AI decisions. As the FCA points out: 

Solving the 
explainability puzzle
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We believe this sufficient 
interpretability approach can be 
very useful. For example, it’s unlikely 
that anyone needs a full explanation 
of the reasons behind a fraud 
prevention decision, but for a credit 
decision the stakes are higher. The 
model must be understood, and it 
mustn’t be allowed to get it wrong.

The desired nature and degree of explanation 
is likely to depend on two broad factors: 
(a) the type of decision informed by the 
algorithm; and (b) the stakeholder concerned 
(e.g. the individual affected by the decision, 
the accountable manager, a regulator).

Where we disagree with the 
FCA, however, is in its suggestion 
that there’s a trade-off between 
explainability and performance. 
In fact, our experience in this area 
has shown that this doesn’t need 
to be true, if you use the right AI 
approach.

“
”
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Our Archetype product includes a bespoke algorithm for training neural 
networks. Crucially, it enables users to control the data that goes into 
a model, introducing rules which determine how each individual data 
component is used. For example, you could specify that, all things being 
equal, the credit score will improve as affordability increases.  

By introducing constraints like this, you can build models that adhere 
to the same type of business rules you’d expect to find in a traditional 
scorecard, offering a high degree of transparency and explainability.

Now, you might think that introducing constraints would hamper the 
predictive power of the model, but we’ve found this isn’t the case. Having 
completed over 20 studies on real client data, our experience is that 
the difference in predictive power between a fully constrained and an 
unconstrained model can be as little as 0.2%.

In fact, a behavioural scoring model we built for a building society showed 
an improvement of 0.3% by introducing constraints. That result may be 
counterintuitive, but it’s in part due to the nature of neural networks, 
which enable models to find many routes to the ‘right’ outcome.

Explainable AI with no 
performance penalty

Even with constraints to achieve the appropriate level of 
explainability, the models built by Archetype typically generate a Gini 
uplift of around 10%, using exactly the same data as traditional linear 
regression models.

Nationwide has also used Archetype to generate a 6% improvement 
in predictive power in its credit risk model while gaining the ability 
to control the neural network and explain the model. 

Newcastle Building Society 
even saw an 18.6% uplift in its 

buy-to-let model

Hitachi Capital 
realised an 11% uplift on its 
sub-prime lending model

18.6% 11%



If you’d like to find out more about how we can help you implement AI and 
ML technologies with more control and transparency, get in touch with us 
at risk@jaywing.com or call 0333 370 6600.

Our experts will be happy to show how you can prepare your data 
management for AI and create powerful predictive models that can be 
readily explained to all stakeholders.

Ready to learn more?

Sheffield 
Albert Works
71 Sidney Street
Sheffield S1 4RG

London 
Room 1.01, Platform 1
King's Cross
London N1C 4AX

Leeds 
The Small Mill
Chadwick Street
Leeds LS10 1LJ

Newbury 
Albion House
27 Oxford Street 
Newbury RG14 1JG

Sydney 
Suite 301
2 Elizabeth Plaza
North Sydney NSW 2060
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Jaywing’s team of risk and data science specialists is now more than 70 strong and 
we have almost 20 years’ experience helping many of the UK’s lenders with data and 
analytics projects in risk and marketing.

Through our industry-leading expertise and trusted partnership approach, Jaywing 
has held many long-standing (10 years+), large-scale relationships
with some of the UK’s leading financial services organisations. We have a wealth 
of experience in the financial services sector, working within both consumer and 
commercial portfolios, and our team of experts have developed industry leading ways 
of using data, analytics and systems to help our clients to manage credit and fraud risk 
to meet the ever-increasing regulatory demands.

Our expertise encompasses: banking regulation such as IFRS 9, Stress Testing, Capital 
Management and IRB; and risk strategy including operational decisions, pricing and 
collections optimisation. We have recently added Artificial Intelligence to our skillsets 
and have a suite of machine learning and AI products to add to our existing risk 
product suite.

We have supported over 25 lenders in the UK with risk projects including Lloyds 
Banking Group, Royal Bank of Scotland, Nationwide, Secure Trust Bank, Shawbrook 
Bank, Paragon Bank and Coventry, Skipton, West Bromwich, Newcastle and 
Nottingham Building Societies.

About us




