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Snapshot

of financial decision makers agree that regulatory 
changes will impact payment processes in 2019

63%

of financial decision makers say they will be 
using real-time payments by 2020

of financial decision makers 
admit to paying suppliers late 

92%

90%

47%

45%
of financial decision makers say their businesses  
have been impacted by fraud in the last 12 months 

£240,092
Financial decision makers tell us the average  
loss through fraud in their businesses is

of financial decision makers say 
their business recovers up to 
only 20% of their losses
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Welcome to this year’s Business Payments 

Barometer. Since last year’s research report, 

several UK payments industry milestones 

have been reached and some new industry 

initiatives introduced. Given the findings in 

this year’s research report, it is apparent 

there remains a lack of education and/or 

preparedness about some of these changes.

Foreword
In 2018, we saw the UK’s Open Banking and Europe’s 
Payment Services Directive II (PSD2) come into force – 
initiatives that are set to change the way payments data is 
collected, used and shared. While still in its infancy, many 
industry players and fintech providers have brought to 
market innovative consumer apps and business solutions 
making it more accessible, quicker and safer for people 
and companies to access their payment data and initiate 
payments.

On the back of a more open environment, we’ve also seen 
the introduction of new Overlay Services. These services 
were initially set to go live alongside the New Payments 
Architecture (the replacement rails for the Bacs and Faster 
Payments Schemes and Cheque and Credit Clearing 
Company) in 2021. However, the release dates of these 
new instruments is under review and may come to market 
at different times - some earlier, some later. The new 
Overlay Services – such a Request to Pay, Confirmation of 
Payee, Enhanced Data and Payment Status – are aimed at 
enhancing the payment process, or the data carried within 
the transaction.

Despite the fatigue, the report indicates that Brexit remains 
a hot topic. The UK’s attempt to leave the European Union 
earlier this year didn’t quite go as planned. The delay has 
exacerbated concerns for many businesses who are still in 
the dark as to how the negotiated terms to exit will impact 
their cross-border trade.  

Payment fraud shows no signs of abating either. With 
almost half of all businesses surveyed being hit by fraud, 
this year we see a significant increase in the value lost.  
The average loss suffered by businesses, financial decision 
makers tell us, was recorded at £240,092. And to make 
matters worse, the effective recovery rate was less than in 
previous years of the Barometer.

Yet again late payments remain an enormous challenge for 
businesses. Despite legislation, the majority of respondents 
admitted to paying suppliers late, a result caused by both 
internal and external factors. 

Finally, we’re seeing digitisation place pressure on 
technology companies and banks to adjust their solutions 
to suit a faster, dynamic, more competitive, and open 
environment. 11 years after its initial launch, the adoption 
of Faster Payments appears to be on the up with this year’s 
report indicating that the majority of financial decision 
makers predict their business will be processing payments 
in real-time by 2020.

Enjoy the read. We hope it provides useful information 
against which to benchmark your company.

Nigel Savory
Managing Director Europe,  
Bottomline Technologies
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The Future of Payments:  
A Changing Business Landscape 
The payments landscape is experiencing unprecedented change.  
The pressure is on for businesses to anticipate where drivers of change 
will come from and prepare accordingly. 

We asked financial decision makers what they think will 
impact business payments in 2019, and for the first time, 
mobile payment technologies topped the list. Innovation in 
payment technology has been on the radar since the start 
of the Payments Barometer in 2016 but the higher ranking 
this year confirms an important trend. 

The industry is heading in an increasingly ‘mobile 
first’ direction. The rise in importance demonstrates 
a recognition among financial decision makers that 
the time has come to fully embrace mobile payment 
technologies. This is an opinion shared by regulators. 
Major initiatives in UK payments, such as Open Banking/
Payment Service Directive II (PSD2) and the UK’s New 
Payments Architecture (NPA) have been designed to make 
it easier for businesses and consumers to use tablets and 
smartphones to manage multi-bank payments and cash 
more efficiently. Organisations will need to have a strategy 
for mobile or lose competitiveness.

Last year Brexit was top of the list. In 2019, changes to the 
trading environment continue to be considered a significant 
influence, coming a close second on the list of drivers of 
change. Since the last Barometer in 2018, protracted Brexit 
negotiations have created a vacuum with no clear guidance 
on how regulations currently governing the UK are likely 
to change. In the absence of political closure, businesses 
have had to make their own decisions on how best to 
ride-out the uncertainty and ensure payments and trade 
still flow across the European Union and beyond. 

1.1  DRIVERS OF CHANGE

Alongside this, there continues to be an awareness of 
regulatory changes to UK payments. This has consistently 
featured near the top of the list of drivers since 2016 
reflecting the pace of change in the industry. The financial 
decision makers we spoke to told us they are looking 
for guidance on how to navigate the growing number of 
options. There is an opportunity for solution providers and 
banks who can educate payment service users on the 
requirements and benefits these changes will bring. 

Security and payment fraud prevention is another 
consistently important driver of change. No surprise given 
the pressure banks, and increasingly corporates, are now 
under to act. Cyber fraudsters are continuing to win the 
battle, and organisations that fail to secure payments will 
get left behind as they become bigger and, more likely, 
susceptible targets.

Looking across all the top drivers of change in 2019 
highlights a need for expert advice and an easy to use 
solution set which insulates business payment users from 
change, while enabling them to achieve maximum benefit 
from new payment schemes and techniques.

Ed Adshead-Grant
General Manager of Payments,  
Bottomline Technologies

‘ ’We have a good relationship with our suppliers in 
Germany, so although with Brexit there is a huge threat 
and prices will rise, we plan to stick with our suppliers.’’ 
– Director, Medium business

Top 2016
1.  The need for greater 

security 

2.  Innovation in payments 
technology

3. Mobile payments

4. Regulation 

5. Payment infrastructure 

6. Consolidation

7. Wearables

8. Cryptocurrencies 

9.  Blockchain

Top 2017
1.  The need for greater 

security 

2.  Real-time payments 
globally 

3.  Innovation in payments 
technology 

4.  Proposed Payment 
Systems Regulator 
changes 

5.  Introduction of Open 
Banking and PSD2

6.  Blockchain & 
cryptocurrencies 

Top 2018
1.  Brexit

2.  The need for greater 
security

3.  Introduction of Open 
Banking and PSD2

4.  Innovation in payments 
technology

5.  Real-time payments 
globally

6.  Blockchain & 
cryptocurrencies

Top 2019
1.  Mobile payment 

technologies

2.  Changes in the trading 
environment (e.g. Brexit)

3.  Security and payment 
fraud prevention, 
including sanctions 
checking

4.  Regulatory changes to 
UK payments (e.g. Open 
Banking & NPA)

5.  Easier access to 
technology

6. �Artificial�intelligence�
and predictive analytics

7.  Adoption of real-time 
payments globally

8.  The adoption of 
blockchain and 
distributed ledger 
technology

9.  Disintermediation and 
the increasing role of 
non-traditional players 

QUESTION:
Please rank the influences you think will have the greatest impact on payment processes over the next 
12 months (top 5 ranked from one to five):

Base:  Financial decision makers in Great Britain 
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A look at business priorities for 
the next 12 months supports this. 
Smooth management of cash into the 
business is a key focus for financial 
decision makers in Great Britain. One 
in three (34%) selected improving 
cash forecasting, cash collection or 
cash visibility as their company’s top 
priority when it comes to payments 
over the next 12 months (more on this 
later in the report). What’s clear is that 
mobile technologies that can support 
quicker and easier management of 
Accounts Receivable are likely to 
make the priority list for ongoing 
investments.

Almost two thirds (64%) of financial 
decision makers we spoke to cited 
mobile payments technology as 
a major influence on payment 
processing in the UK, with one in 
six (17%) predicting it will have the 
greatest impact of all drivers in 2019. 

The prominence of mobile could be 
viewed as evidence of an increasing 
“consumerisation” of business 
payments. With half (47%) of British 
adults aware of the mobile payments’ 
services available to them today, and 
one in four (26%) agreeing that mobile 
payments could help them better 
manage their money, it’s no wonder 
that payment techniques developed 
for consumers are increasingly 
influencing business payments.

Whether it’s from the perspective of 
businesses adapting their processes 
to support mobile payments for 
their customers, or today’s Finance 
Director or Treasurer yearning for 
their cash management or payment 
offering to work in their hand, it’s 
clear that expectations of speed, 
convenience and efficiency have 
been raised by the onset of mobile 
technologies.

64%
of�financial�decision�makers�cited�mobile�
payments�technology�as�a�major�influence�
on payment processing.

1. Ipsos Global Trends Survey 2017

2. Ipsos Global Trends Survey 2017

1.2  THE CONSUMERISATION OF BUSINESS PAYMENTS

“Mobile 
payments is 
something we 
will look into 
because it’s 
convenient and 
better from an 
authorisation 
perspective.’’ 

– Financial Controller, Technology company

2019 BUSINESS PAYMENTS BAROMETER
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While the majority of financial decision makers (63%) agree 
that regulatory changes will impact payment processes in 
2019, their attitudes to upcoming payment initiatives differ. 

Many don’t feel as prepared for regulatory changes as they 
could be. Almost one in three say they are either hardly or 
not all prepared for the UK New Payments Architecture 
(NPA) or Open Banking/PSD2 (31% and 30% respectively). 

Conversely, around two thirds of financial decision 
makers say they do feel ready; 67% feel prepared for Open 
Banking/PSD2 and 65% say the same for the adoption of 
ISO 20022 formats. 

What lies behind these  
differences in readiness? 

Financial decision makers who are 
not prepared for upcoming payment 
initiatives feel uncertain when or 
where to start. Poor understanding of 
the benefits that regulation will bring 
or how to implement initiatives is 
leaving them feeling lost, and in most 
cases, looking for support. 

Arguably the industry has not done 
enough to educate businesses on 
regulatory changes. As a result, one 
in three financial decision makers 
who are not prepared feel no urgency 
to implement payment initiatives 
like NPA or PSD2 (38% and 32% 
respectively). Yet these initiatives 
will bring significant change to 
all businesses, with compliance 
deadlines looming.

Interestingly, a lack of comprehension 
and perceived urgency is not limited 
to small businesses, highlighting an 
inbuilt inertia in larger organisations 
and corporations to change.

1.3 UPCOMING PAYMENT INITIATIVES

Agree to a great extent/to some extent

Agree hardly at all/not at all

Don’t know/haven’t heard of this

67%27%

67%30%

65%29%

64% 5%

7%

7%

3%

31%

QUESTION:
To what extent is your business, or the organisation you work for 
prepared for each of the following upcoming payment initiatives?

Base: Financial decision makers in Great Britain

63%
agree that regulatory changes will 
impact payment processes in 2019

PREPAREDNESS FOR UPCOMING PAYMENT INITIATIVES:

New Overlay Services

Open Banking/ Payment 
Services Directive II (PSD2)

Adoption of ISO 20022 formats 
for all payment types in the UK

UK New Payments Architecture

For financial decision makers claiming to be well prepared, there could 
be some false confidence in place. While some payment initiatives (e.g. 
New Payments Architecture and Overlay Services) are in their infancy 
with limited information available, these changes have the opportunity to 
transform current models accepted in the industry. Data pools previously 
locked away in secure data vaults at the bank are accessible for the very 
first time - in real-time - for authorised parties to check balances and 
make payments. The impact is potentially significant, but the power of 
the possible is yet to filter through to many updated service charters 
across the industry. 

Often business payment operations and processes are deemed mission 
critical and are only changed where absolutely necessary, with a clear 
business rationale. While the more optimistic and entrepreneurial 
organisations will use the changes to reshape customer offerings and 
experiences, there is a risk many businesses will approach new payment 
initiatives as a compliance burden with minimum effort and investment 
to comply. 

Part of the responsibility falls to solution providers to equip businesses 
with early notice of changes and recommended ways to implement 
such, but with minimum impact to ‘business as usual’, and maximum 
benefit for processes and performance. 

QUESTION:
Which of the following, if any, are reasons why you are not prepared for upcoming payment initiatives?

Base:  GB financial decision makers who do not feel prepared for each payment initiative

We don’t know how to prepare/
what�the�benefits�are

There is no urgency

“We are pretty 
ignorant when it 
comes to these 
things. We rely 
on our solution 
provider to send 
an email and 
tell me what we 
need to do.” 

- Financial Controller, Small business

39%

38%

37%

54%

52%

51%

40%

31%

New Overlay Services

Open Banking/ Payment Services 
Directive II (PSD2)

Adoption of ISO 20022 formats for all 
payment types in the UK

New Payments Architecture
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This year, late payments remain a challenge with nine 
out of ten (92%) financial decision makers admitting to 
paying suppliers late. With so many paying late, it’s clear 
that Government intervention, like the Duty to Report 
(DTR) regulation introduced in 2017, requiring businesses 
to report on payment practices, is doing little to curb  
this behaviour. 

The causes of late payments continue to be a mix of 
internal and external factors. Financial decision makers 
remain ready to lay the blame outside the door of their 
suppliers, citing poor quality service or incorrect invoice 
details as reasons for late payment (the same was seen 
in 2018). However, they also hold themselves to account. 
Two in five (40%) financial decision makers admit their 
business has inefficient Accounts Payable processes 
which limits their ability to pay on time – an issue most 
prominent amongst medium sized organisations (51%). 

Protecting cash flow in one form or another is also a 
factor. Just over a third of financial decision makers 
(35%) are actively guarding liquidity, with decision 
makers in large organisations most prone to this 
behaviour (48%). 

For the last couple of years, we have been investigating the 
issue of late payments. In 2017, a slow payer ethic emerged 
as the biggest obstruction to getting paid on time. In 2018, 
we delved into why businesses are adopting this strategy, 
with financial decision makers telling us it was in response 
to poor quality service, or to protect their own liquidity. 
Invoicing mistakes from vendors were also to blame. 

92%
of�financial�decision�makers�
admit to paying suppliers late.

2.1  L ATE PAYMENTS REMAIN A CHALLENGE

Payments Insights:  
Driving Payment Efficiency 

Marcus Hughes
Head of Strategic Business Development,  
Bottomline Technologies

QUESTION:
Here are some reasons why businesses have made a late payment to a supplier.  
Which of the following, if any, apply to your company when making a late payment?

Base:  Financial decision makers in Great Britain 

Internal

Accounts payable processes hamper 
our ability to pay on time

Quality not as expected  
so we withheld payment 

We pay late to protect cashflow or 
prioritise other payments 

Incorrect invoice details 
of workflow routing 

To avoid using our overdraft facility 
and minimize borrowing costs The supplier didn’t chase 

External

40%

35%

13%

39%

33%

17%

REASONS FOR PAYING LATE:

So how do companies solve this problem?

On the Accounts Receivable side, cloud-based solutions for 
distributing and tracking invoices electronically introduces 
the need to manage data in real-time, and improves the 
likelihood of getting paid without undue delay. 

Similarly, Accounts Payable automation solutions make 
it easier to process and approve invoices quickly and 
flexibly. Efficient and timely invoice approval then opens-up 
opportunities for businesses to partner with finance 
providers to put in place early payment programs. 

“If we pay late it’s because something 
got stuck in the process.”

- Financial Controller, Small business

Such collaborative arrangements in a digital world mean 
that payers can meet their own objective of not paying 
away hard-earned cash early and minimizing the usage 
of overdraft facilities, while at the same time, helping their 
suppliers to improve their inbound cash flow and get paid 
more quickly. 

Could it become a competitive advantage to be a good 
payer in a trading relationship? It certainly implies so, 
as good payers will be in a better position to negotiate 
contracts with trading partners and create relationships 
that allow for more accurate cash forecasting on both 
sides. 
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2.2  REAL-TIME BUSINESS PAYMENTS SET TO SOAR

According to the UK Finance Business Payments Survey, 
Faster Payments for business have grown substantially, 
rising from 3% of payments in 2012 to 20% in 2018. This is 
reflected by the financial decision makers we spoke to, with 
nine out of ten (90%) saying they will be using real-time 
payments (also known as Faster Payments) by 2020. This 
is from a base of just over half (53%) of financial decision 
makers already using real-time payments. 

With adoption of real-time payments for business set 
to increase, this provides further evidence of what we 
have called the increasing consumerisation of business 
payments. With instant transactions becoming the norm 
for consumers, this is pushing an expectation for business 
transactions to be conducted in the same way. In fact, 
according to the UK Finance Business Payments Survey, 
companies are shifting away from cash and cheques 
to pay salaries and wages, and are now using Faster 
Payments. 

The projected rise in real-time payments could also  
be down to more generous payment limits in the UK.  
Other markets offering real-time payments, such as 
Singapore, Australia, US and the EU, have much lower 
transaction limits (up to €15,000 in the EU). The current 
transaction limit in the UK is £250,000, and likely to 
increase, making real-time payments viable for a wider 
range of businesses in the UK. Taking this further, the 
Netherlands launched their National Instant Payments 
Service this May, a real-time payments system with no 
transaction limit and low fees, underlining the need for a 
progressive approach when it comes to the adoption of 
real-time payment for businesses. 

With the anticipated rise in real-time payments, it’s 
imperative that organisations also consider their defences 
against fraud. The faster money moves the quicker the 
potential for payment fraud. Corporates must ensure they 
re-align their security measures around Faster Payments. 
Technology that analyses 100% of transactions is critical 
when it comes to identifying anomalous payments on the 
fly. Relying on people and processes alone could be costly 
as cyber fraudsters are ready and waiting for this  
obvious trap.

When payment security is handled effectively, the 
benefits of real-time in the payments landscape have the 
potential to be dramatic and far-ranging. The power of 
instantaneous payment processing offers an opportunity 
to reimagine business models. What if businesses could 
manage cashflow in real-time, make disbursements 
immediately or pay staff on a daily basis rather than a 
monthly batch? It’s clear that real-time payments are here 
to stay. 

3.   UK Finance is the collective voice for the 
banking and finance industry representing 

more than 250 firms across the industry

The power of 
instantaneous payment 
processing offers an 
opportunity to reimagine 
business models. 

QUESTION:
Has your business, or the company you work for adopted real-time or faster payments 
for regular business payments?

Base:  Financial decision makers in Great Britain

53%37%

10%

currently use 
real-time payments

are not using real-time 
payments, but intend to

Real-time 
payment adoption

have no plans to use 
real-time payments 
for now
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2.3 INTERNATIONAL PAYMENTS – A LOOMING CHALLENGE

Financial decision makers have identified Brexit as a 
looming concern. Just over half (58%) agree that changes 
to the trading environment will impact payment processes 
in 2019. And while Brexit negotiations continue, businesses 
are stepping up and making their own decisions on how 
best to prepare. 

Just over half of financial decision makers (53%) intend 
to continue processing international payments, and an 
additional 10% intend to start. This offsets the one in 
four (25%) business currently preparing to stop making 
international payments, particularly among financial 
decision makers in large corporations – clearly this stance 
contradicts pro-Brexit thinking that leaving the EU will open 
up new trade opportunities for the UK around the world.

QUESTION:
Does your organisation make 
international payments?

Base:  Financial decision makers in Great Britain 

‘ ‘We regularly make large 
international payments, 
but Brexit is making us 
wonder how it will impact 
us and if we have to 
change how we work.’’ 

- Financial Administrator, Large organisation 

53%
intend to carry on 
making international 
payments

25%
make international 
payments but intend to stop

10%
do not make international 
payments but intend to start 
making them

12%
do not make international 
payments and have no 
intention to start

Businesses have identified concerns around how they will operate internationally in the post-Brexit 
world. Financial decision makers currently making international payments worry about establishing 
new creditworthy trading partnerships as well as anticipating changes to FX, tax and tariff charges. 
That said, easy to use solutions are readily available to businesses to make international payments 
and manage cash on multiple bank accounts around the world.

Financial decision makers are worried about the increasing complexity of navigating  
international payments.

For the majority however, concerns are not enough to stop international payments entirely but the 
financial decision makers we spoke to told us that while they are taking practical steps to prepare, they 
are not yet making any big changes. Back-up plans may be in place, but we are unlikely to see an end 
to globalisation any time soon.

QUESTION:
When making international payments in an ever-changing trading environment, to 
what extent, if at all are you concerned with the following? 

Base:  Financial decision makers in Great Britain 

24%

23%

24%

27%

32% 67%

73%

75%

76%

76%

NOT CONCERNED CONCERNED

Establishing new creditworthy 
trading partnerships 

FX, tax and tariff changes

Selecting a technology that supports international 
payments alongside domestic ones

Transparency of fees to process 
cross-border payments 

Forming relationships with more 
banking institutions

1% Don’t Know

1% Don’t Know

1% Dont Know
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2.4 PRIORITIES OVER THE NEXT 12 MONTHS

It comes as no surprise that financial decision makers position mitigating fraud risk (21%) and compliance (15%) as the top 
priorities for their business. This demonstrates that the survey respondents recognise the risks and threats they are under 
and are ready to implement change. It also reflects a narrowing of the ‘knowledge chasm’ over the last two years as the 
industry has taken steps to ensure that fraud and compliance are high on the agenda. 

The increasing impact of payment fraud, customer personal data theft, and the fines imposed on banks and companies 
for breaches of regulations all underline the risk of financial loss and damage to an organisation’s reputation if they do 
not up their game in ensuring they have a robust strategy and technology in place to protect themselves. There remains a 
difference however, between what people say and what they do. Are businesses doing enough to protect themselves from 
the risks in a world of digital norms and Open Banking?

Mitigating fraud risk 21%

15%

12%

12%

11%

10%

10%

9%

Compliance

Improving cash forecasting

Improving cash collection

Cash concentration

Improving cash visibility on  single platform

Adopting real-time payments

Migrating to cloud technology

Looking at the longer list of priorities for the next year, it could be argued that financial decision makers are prioritising 
short-term challenges over potential longer-term gains. Improving Accounts Receivable processes (cash forecasting, cash 
collection and cash concentration) features much lower down the list. This flags a potential tension between managing 
more immediate risks and requirements versus processes that require a longer-term investment. 

QUESTION:
From the list below, please select your company’s top  
priority when it comes to payments over the next 12 months:

Base:  Financial decision makers in Great Britain 

Short Term Focus

Long Term Focus
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Compliance, Fraud 
and Sanctions: The 
Escalating Impact  
on Businesses 

When it comes to mitigating fraud risk, cyberattack is 
top of the list. Just over three quarters (78%) of financial 
decision makers are concerned about this. In fact, external 
risks are firmly on the agenda with two thirds (68%) of 
financial decision makers also concerned about authorised 
push payment (APP) fraud, where fraudsters deceive a 
staff member to send a payment under false pretences to a 
bank account controlled by the fraudster. This comes as no 
surprise as the industry has long been aware of fraudsters 
looking to exploit any weakness in financial processes, 
systems, or people.

Insider fraud is also on the radar, with three out of five  
(61%) financial decision makers concerned about this.  
Yet some financial decision makers only rely on staff 
vetting processes at the initial recruitment stage to 
mitigate insider fraud. This could be a false comfort as 
one-off vetting is unlikely to be sufficient and companies 
require on-going security checks to protect the business 
from costly error and reputational risk.

The best in class organisations will implement processes 
such as real-time transaction monitoring, user behaviour 
monitoring and screen replay technology, to provide surety 
and compliance for audit purposes. 

‘ ‘Generally, 
fraud comes 
from casual 
workers in our 
restaurants. 
It is never 
blatant fraud 

– it tends to be 
well thought 
out.’’ 

- Head of Finance, Large business 

JUST A LITTLE/NOT AT ALL A GREAT DEAL/FAIR AMOUNT

21%

31%

38%

78%

68%

61%

External cyberattack

Authorised push 
payment fraud

Insider fraud 
collusion

1% Don’t Know

1% Don’t Know

QUESTION:
To what extent is your organisation, or the company you work 
for concerned about the following?

Base:  Financial decision makers in Great Britain 

3.1  KNOWING THE RISKS

James Richardson
Head of Market Development  
Risk & Fraud,  
Bottomline Technologies

3.2  THE IMPACT OF FRAUD 

Just under half (45%) of financial decision makers say 
their businesses have been impacted by fraud in the last 
12 months. Last year we asked a similar question and only 
15% of financial decision makers were sure their business 
had been hit by fraud. This suggests a good news, bad 
news situation for businesses. 

While this shows financial decision makers are highly 
aware when fraud hits their organisation, it also confirms 
that the impact of fraud is on the rise. The data shows 
half of large and enterprise organisations (50% and 52% 
consecutively) are aware of incidences of fraud. Whether 
this is through better fraud detection measures, or due to 
being a bigger target for fraudsters is difficult to say. 

Even with high levels of awareness, how much fraud still goes undetected in a complex business environment? One in six 
(16%) financial decision makers couldn’t say one way or another whether their businesses had been hit by fraud. 

The financial loss from fraud is significant, and in the majority of cases the money is lost forever. Nearly one in two (47%) 
financial decision makers say their business has recovered up to only 20% of their losses.

QUESTION:
Has your business, or the company you work for been impacted by payment fraud 
over the last 12 months?

Base:  Financial decision makers in Great Britain 

Yes, we’ve been impacted by fraud

No, we’ve not been impacted by fraud

Not that we know of

Total Small Medium Large Enterprise

45%

36%

16%

20%

17%

16% 14%31%
38%

31% 21%

27%

39%

50% 52%
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The average financial loss through 
fraud sits at £240,092 and 
falls between the £50,000 and 
£250,000 bracket in 2019, versus 
£10,000-£49,999 in 2018. For small 
businesses in 2019 a typical loss 
is between £10,000 and £50,000. 
For any small business this can be 
crippling. But they are not alone, 
enterprise businesses have suffered 
at a phenomenal level. Financial 
decision makers in these businesses 
tell us the one in three frauds (34%) 
are now over £250,000, and nearly 
one in five (17%) are over £1 million.

QUESTION:
As a reasonable estimate, what  
percentage were you able to recover?

Base:  Financial decision makers in Great Britain 

2019 2018

14%

12%
0% to 10% 
recovered

33%

15%
11% to 20% 

recovered

39%

37%
21% to 50% 

recovered

13%

24%
51% to 100% 

recovered

QUESTION:
How much do you estimate your company has lost through payment fraud over the last 12 months?

Base:  Financial decision makers in Great Britain 

Total

Up to £10,000

£10,000 - £49,999

£50,000 - £249,999

£250,000 - £999,999

£1,000,000 or more

Don’t know / unable
to calculate

Mean (£s)

Small Medium

10%

29%

35%

16%

7%

1%

28%

47%

18%

7%

–

–

7%

36%

53%

4%

–

–

Large Enterprise

10%

40%

27%

23%

–

–

8%

15%

40%

17%

17%

3%

240,092 87,950 119,034 197,659 349,077

The game has changed. While businesses are more aware of fraud, the hits are 
bigger, and the likely recovery is lower. It is critical that businesses take note of 
this change in the day to day risk and ensure they apply robust measures across 
people, processes and technology to secure their business payments.

3.3  PAYMENT PROTECTION MEASURES 

Bank account validation and verification are becoming the go-to tools in the fight against payment 
fraud, which will be enhanced further in 2019 with the new Confirmation of Payee Overlay Service 
being introduced by the industry. Well over half (57%) of financial decision makers use validation and 
verification defences in their business.

Against this backdrop of rising fraud risk, organisations should consider coupling transaction 
monitoring with employee monitoring to deal with the new threats in 2019.

While these approaches may be seen as emerging technologies in the eyes of many organisations, it 
could be a wise move for businesses to look at what they are not doing to find ways of making a better 
return and impact. 

QUESTION:
Which of the following measures, if any, has your business or the company 
you work for, put in place to ensure that payments are protected?

Base:  Financial decision makers in Great Britain 

Bank account validation & verification

Automated supplier portal (only invoices from 
authorised suppliers

Multi-factor authentication

Automated transaction monitoring to detect 
fraudulent transactions

Automated employee behaviour monitoring

57%

52%

49%

46%

16%



2019 BUSINESS PAYMENTS BAROMETER

2726

3.4 WHOSE RESPONSIBILIT Y IS SANCTIONS CHECKING? 

Sanctions checking is a control 
used in the detection, prevention 
and disruption of financial crime. It 
is good practice to check existing 
payees are not on any sanction 
lists as it is a criminal offence not 
to comply with financial sanctions. 
Historically, sanctions checking has 
been the responsibility of the banks, 
but there is an increased pressure by 
the banks and payment regulators to 
place the onus on the corporates.

Considering this, we questioned 
the industry about this obligation 
and the results throw up some 
interesting responses around where 
the responsibility really lies. With 
such high stakes for non-compliance, 
this is becoming one of the biggest 
industry issues that will need to be 
resolved. 

A little under three quarters (70%) 
of financial decision makers want to 
abdicate responsibility for sanctions 
checking to banks. However, is this a 
sustainable model in the new world 
of real-time activity and third-party 
providers (TPPs) gaining access to 
vaults of bank data? Arguably, in this 
new era it is now unacceptable for 
organisations not to know who they 
are paying and take responsibility for 
it. And it is these organisations who 
recognise this that are proactively 
taking the responsibility in sanctions 
checking payments, rather than 
leaving it to the banks. 

An upfront check that a payee is 
legitimate is highly recommended, 
and four out of five (81%) financial 
decision makers are doing this. 
Additionally, 84% want to know 
if their payments are going to a 
sanctioned entity. As banks can’t 
disclose this (it’s classed as tipping 
off), the solution is for corporates to 
implement simple sanctions checking 
at the point of payment.

When used proactively, sanctions 
checking avoids costly mistakes and 
enhances reputation management.

3/4
of�financial�decision�makers�want�to�
abdicate responsibility for sanctions 
checking to banks.

QUESTION:
Thinking now about how your business, or the company you work for can avoid money 
laundering and ensure it is paying a legitimate entity or person. To what extent do you agree 
or disagree with each of the following statements?

Base:  Financial decision makers in Great Britain

DISAGREE AGREE

15% 84%

81%

81%

71%

70% 1% (Don’t know)

1% (Don’t know)

1% (Don’t know)

19%

18%

28%

30%

I want to know if a payment is going to a 
sanctioned organisation

It’s best to ensure all new payees are checked 
ahead of payment

It would help if we could track whether all 
payments reach their destination

The entities most impacted by anti-money 
laundering regulations are banks, not coporates

The responsibility of implementing sanctions 
rests with banks, not corporates
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A View Ahead

BUSINESS IN REAL-TIME

The global demand for real-time, always-on experiences in 
the consumer world has started to spread into the heart of 
business banking and payments which were traditionally 
reliant on batch systems. 

New regulatory regimes to encourage the unlocking and 
linking of data elements (like linking invoices to the actual 
payment) will support the emergence of new innovative 
models. This will enable smarter use of data by banks and 
corporates, better decision making, more efficient supply 
chains and higher performing businesses. 

The typical corporate will soon enjoy many more choices 
for their payment operations, without being slave to a 
single banking system or proprietary system. Tech giants 
prove to be valuable case studies, as they have been 
better able to use their data to anticipate and guide their 
customer’s needs and tastes. This makes it easier to 
delight their customers with personalized products and 
services, at the right time and in the right place. 

The 4th Payments Barometer can be summarised 
as the beginning of the end of a payments era. 

UK businesses will need 
to develop new bank 
relationships and 
familiarise themselves 
with new ways to pay 
and collect funds.

EMBRACING CHANGE

Industry advice on the next set of corporate investment 
is key. The businesses which can see the opportunity and 
modernise its offerings to add real value to their customers 
will compete and do well. Those that treat the oncoming 
changes as merely compliance will miss out on new ways 
to enhance their financial operations. 

An underlying objective of Brexit is to allow UK businesses 
to diversify and broaden their trade relationships outside 
the EU. In building these new markets overseas, UK 
businesses will need to develop new bank relationships and 
familiarise themselves with new ways to pay and collect 
funds. They should seek advice from solution providers 
with expertise in international payments. 

New payment schemes, technology developments, 
in-country currency accounts, fixing forward foreign 
exchange rate contracts, SEPA and the fast-expanding 
SWIFT gpi initiative are all ways that greatly improve the 
speed and efficiency of cross-border payments. They also 
improve the transparency of fees and the ability to track 
payments and receive confirmation that the beneficiary 
has received the funds correctly.

PROTECTING AGAINST FRAUD 

The fight against fraud continues to evolve and challenge 
legacy practices in many organisations, which may rely 
on simple employment checks when colleagues are first 
employed. 

The average loss has increased to £240,092 in our 
survey with recovery rates moving in the wrong direction. 
The necessity of ongoing checks all the way down to a 
transaction and behavioural level is the only way to manage 
the ongoing risks effectively.

The average loss has 
increased to £240,092 
in our survey with 
recovery rates moving  
in the wrong direction. 

PAYMENT INITIATIVES SET TO SHAKE 
UP THE PAYMENTS L ANDSCAPE 

The arrival of Open Banking and PSD2 introduces a whole 
new player, called the authorised Third-Party Provider 
(TPP) into many business transaction flows. This moves 
the traditional bank custodian of data further away from 
the payment activity. We believe the commercial mix of 
risk:reward will start to force corporates to make their 
own in-house sanctions and anti-money laundering (AML) 
checks on the payments they are handling, rather than 
abdicating to the banks for back end alerts.

We will also see wider adoption of Distributed Ledger 
Technology (DLT). At present numerous use cases 
and proofs of concept are being developed. In some 
cases, these are at last beginning to convert into live, 
full production platforms. Scaling up will take time, but 
in 3-5 years we can expect to see industrialised use of 
DLT. The more encouraging use cases are less about 
crypto currency payments, and more about areas like 
digital identity, Know Your Customer (KYC) and supply 
chain finance. That’s because DLT is particularly valuable 
where current processes are slow, complex and manually 
intensive, and especially where there is a significant usage 
of paper documents. It is these use cases which offer the 
greatest upside potential in terms of efficiency gains in 
cost, speed and reduced risk. 

THE NEW NORMAL

Altogether, the world of business payments is moving at an 
increasing speed towards a digital world where documents 
link to the payment transaction and an open banking world 
where visibility and real-time activity is the new normal. It is 
the beginning of the end of an era for analogue mindsets or 
as the optimist may conclude, the end of the beginning for 
a smarter world of business payments in the UK.
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TECHNICAL NOTE

This research has been conducted in partnership with Ipsos Mori and has been commissioned by Bottomline Technologies. 

The research consisted of an online survey among 400 financial decision makers in Great Britain, and a series of follow-up in-depth interviews 
with financial decision makers who had completed the survey. 

Financial decision makers are defined as those who input solely or as part of a group in to the purchase of accounting, tax or financial services. 

The sample of 400 interviews was split into 100 financial decision makers each from small (10-249 employees or annual turnover of less than 
£2,000,000), medium (250 to 999 employees or annual turnover between £2,000,000 and £124,999,999), large (1,000 to 9,999 employees or 
annual turnover between £125,000,000 and £499,999,999) and enterprise organisations (10,000+ employees or annual turnover £500,000,000+). 

Data was weighted to be representative of businesses in the UK on average turnover across business size. We used ONS-Business population 
estimates 2018 to calculate the weighting. 

Fieldwork conducted in February-March 2019.

About Bottomline Technologies 

Bottomline Technologies (NASDAQ: EPAY) helps make complex business payments simple, smart, and 
secure. Corporations and banks rely on Bottomline for domestic and international payments, efficient 
cash management, automated workflows for payment processing and bill review, and state of the art 
fraud detection, behavioral analytics and regulatory compliance solutions. Thousands of corporations 
around the world benefit from Bottomline solutions. Headquartered in Portsmouth, NH, Bottomline 
delights customers through offices across the U.S., Europe, and Asia-Pacific. 

For more information, visit www.bottomline.com/uk.
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